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Abstract 
 

A data hiding method based on integer factorization via e-books in the EPUB format with 
XHTML and CSS files for copyright protection is proposed. Firstly, a fixed number m of 
leading bits in a message are transformed into an integer which is then factorized to yield k 
results. One of the k factorizations is chosen according to the decimal value of a number n of 
the subsequent message bits with n being decided as the binary logarithm of k. Next, the 
chosen factorization, denoted as a × b, is utilized to create a combined use of the <p> and 
<span> elements in the XHTML files to embed the m + n message bits by including into the 
two elements a class selector named according to the value of a as well as a text segment with 
b characters. The class selector is created by the use of a CSS pseudo-element. The resulting 
web pages are of no visual difference from the original, achieving a steganographic effect. The 
security of the embedded message is also considered by randomizing the message bits before 
they are embedded. Good experimental results and comparisons with exiting methods show 
the feasibility of the proposed method for copyright protection of e-books. 
 
 
Keywords: Data Hiding, Integer Factorization, E-book, EPUB Format, XHTML File,  
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1. Introduction 

With the rapid developments of computer networks and mobile devices, digital documents 
uploaded onto the Internet gradually turn to be a main source of human knowledge, among 
which uses of e-books have become very popular in people’s daily life because of their 
convenience for downloading and reading anywhere at any time without paper assumption. 
The electronic publication (EPUB) format using the “.epub” file extension is currently one of 
the most widely used e-book formats. With the advance of digital processing technology, 
digital sources like e-books can be downloaded, copied, or modified easily by hackers [1] for 
illegal usages, creating serious problems of copyright infringement [2]. It is desired to have an 
effective way to protect the copyright of an e-book. For this aim, embedding imperceivable 
copyright information into the e-book by data hiding techniques [3-6] is a feasible solution. In 
this study, the research topic of data hiding via the e-book for the purpose of copyright 
protection is investigated, and a novel method based mainly on the technique of integer 
factorization with the secret copyright message being embedded in the e-book in the EPUB 
format is proposed. 

An e-book in the EPUB format [7] includes an EPUB file which consists of cascading style 
sheet (CSS) files, extensible hypertext markup language (XHTML) files, etc. [8-9]. Although 
many data hiding methods via various types of multimedia have been proposed [3-6, 10-13] 
with some methods proposed for copyright protection of images by watermarking [4, 5], yet, 
there exist very few studies using e-books in the EPUB format as the cover media for data 
hiding. Kabetta et al. [14] proposed a data embedding method to insert spaces or tabs after the 
semicolon characters at the line ends in the CSS file to encode message bits. The inserted 
spaces or tabs are invisible on the web pages which are the browsing result of the stego-file. 
Lai et al. [15] proposed another data hiding method which uses different settings of the margin 
and padding attributes in the CSS file to encode data bits. The various ways of assigning the 
margin and padding attributes all generate webpages of identical appearances. Wu and Su [16] 
embedded message bits into the lexicographical orders of the selectors and the related 
declarations in the CSS files in an EPUB document. The appearance of the e-book does not 
change after message embedding. 

On the other hand, there exist some studies on data hiding via the hypertext markup 
language (HTML) file that is used for web page creation. Lee and Tsai [17] proposed the use 
of special space codes, which appear as white spaces in the browsing result of the HTML file, 
to encode data bits. The method proposed by Dey, et al. [18] make alternative uses of the 
capital and small letters in the HTML, which are of identical meanings according to the HTML 
syntax, to hide data message bits of 0 and 1. But this technique is not suitable for XHTML files. 
Inoue, et al. [19] proposed the use of a pair of a start-tag and its matching end-tag, as well as its 
corresponding empty-element tag, to represent binary values for data embedding. Inoue, et al. 
[19] also use white spaces in the tags of HTML files to encode data bits. In addition, the order 
of attributes in the tag of the HTML file does not affect the effect of the tag in the browsing 
result of the file. This property is used by Huang et al. [20] for message bit embedding. 

In the proposed method, a fixed number of the leading bits of an input binary message are 
used to create a series of integer factorizations from which one denoted in the form of a×b is 
selected. Message embedding is carried out according to the values of a and b. Specifically, a 
combined use of the text-handling elements <p> and <span> in the XHTML files of the e-book 
is generated accordingly, which includes a pre-defined class selector named according to ‘a’ 
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and a text segment with b characters, to accomplish the embedding of a number of message 
bits. The class selectors for use are created by the use of a CSS pseudo-element. A 
corresponding data extraction process is proposed as well. Experimental results and 
comparisons with other methods in the aspects of message embedding capability and 
resistance to text reformatting attacks show the feasibility and superiority of the proposed 
method. Data security has also been considered by randomizing the order of the input message 
bits before they are embedded. 

In the remainder of this paper, a review of the structure of the e-book in the EPUB format is 
given in Section 2, the ideas behind the proposed method are described in Section 3, and a data 
embedding process and a data extraction processes which are designed to implement the 
proposed method are described in Section 4. Experimental results and comparisons of the 
proposed method with several existing methods are presented in Section 5. Finally, some 
concluding remarks are given in Section 6. 

2. Review of the E-book Structure 
In an e-book in the EPUB format [7], the XHTML files describe the main elements of the 
e-book, and the CSS files define the display properties in the XHTML files. A CSS file [8] 
consists of a set of rules, each including a selector and a declaration block, as shown in Fig. 1 
[21]. A selector is a pattern used to select the element(s) in the XHTML file to be styled. The 
declaration block contains one or more declarations separated by a semicolon, and each 
declaration includes a property name and a value separated by a colon (:). An example of uses 
of rules is as follows: 

 
.sentence {text-align:center; font-weight:bold;} 
 

which defines a class selector named .sentence for selecting the elements of specific class 
attributes in the XHTML file. This class selector can be used, e.g., by a <p> element, which 
defines a paragraph of text in the XHTML file, in the following way: 

 
<p class="sentence">I am learning Japanese.</p> 
 

to yield a centered sentence in bold on the web page as follows. 
 
I am learning Japanese. 
 
 

 
Fig. 1. The structure of a rule in the CSS file [21] 

 
 

Next, a pseudo-element in a CSS file defined in the following form: 
 
selector::pseudo-element{property:value;} 
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may be used to style specified parts of an element in an XHTML file. Two types of 
pseudo-elements provided by the CSS3 version [8], namely, ::before and ::after, can be 
used to insert some text before and after the content of an element, respectively, and either of 
them can be used to embed message data. For example, the following paragraph in the 
XHTML file: 

 
p::before{content:"Beginning <";} 
p::after{content:"> Ending";} 
... 
<p>Hi, everybody.</p> 
 

will yield the following line of text on the web page. 
 
Beginning <Hi, everybody.> Ending 
 

Also, the <span> element is defined to group inline-elements in an XHTML document, by 
which the following combined use of the two elements <p> and <span>: 

 
<p>He is a <span style="font-weight:bold">tall</span> man.</p> 
 

will yield the following sentence with the word ‘tall’ in bold. 
 
He is a tall man. 
 

In fact, the <span> element provides a way to add a hook to a part of text which can be 
styled with the CSS or manipulated with the JavaScript. For example, the following 
paragraph: 

 
.use::before{content: "#"} 
... 
<span class="use">This is a hooked text.</span> 
 

will yield the following sentence with a preceding character ‘#’: 
 
#This is a hooked text. 
 

where the class selector ‘use’ is included in the <span> element. It is noted that if the content 
specified by ::before is changed to be an empty string instead of ‘#’, then the <style> 
element in the CSS will become ineffective, though valid. 

3. Basic Ideas of the Proposed Method 
In this section, the basic ideas of the proposed method are explained by illustrative examples, 
including the technique of integer factorization, the use of the pseudo-element ::before to 
create class selectors in the CSS file, and a combined use of the <p> and <span> elements in 
the XHTML file to embed message bits into an e-book without changing the appearance of the 
e-book on the web page. 
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3.1. Embedding by Integer Factorization for Normal Cases 
In number theory, integer factorization is the decomposition of a composite integer v into a 
product of smaller integers a and b, i.e., v = a×b. In this study, we utilize all the possible 
integer factorization results, say k ones, of a given integer v described as a series of 
equal-valued products as follows: 

 
a1×b1 = a2×b2 = … = ak×bk, 
 

or equivalently, 
 
a1×(v/a1) = a2×(v/a2) = … = ak×(v/ak) 
 

where a1 < a2 < … < ak. 
 

Example 1 - Message embedding by integer factorization. 
Suppose that the message to be embedded is the bit string S1 = ‘11010…’. Embedding of S1 

may be divided into two stages. In the first stage, the proposed method takes a number m of 
leading bits of S1, transforms them into a decimal value v, and then performs integer 
factorization to v to get a series of factorization results, each in the form of a product of two 
integers. For example, suppose m = 3 so that the three leading bits, ‘110’, are taken from S1, 
which, after being transformed into a decimal value, becomes v = 6. Then, four factorization 
results, namely, 

 
1×6 = 2×3 = 3×2 = 6×1, 
 

can be obtained from v = 6. Let the number of factorizations, four here, be denoted as k. These 
k ways of factorizing v are used next by the proposed method to “represent” the next log2k 
bits in S. Specifically, by denoting the value log2k by n which is n = log24 = 2 bits here, it 
means that the four factorizations 1×6, 2×3, 3×2, and 6×1 can be used to represent the four 
2-bit codes 00, 01, 10, and 11, respectively. Since the two subsequent bits of S1 are ‘10’ whose 
decimal value is w = 2, the (w + 1)-th, or equivalently, the 3rd factorization, 3×2, is chosen by 
the proposed method and denoted by a×b. 

In the second stage, firstly the proposed method creates 2m undefined class selectors named, 
e.g., as ‘t0’, ‘t1’, …, ‘t(2m−1)’, by using the pseudo-element ::before with the associated 
contents being set to be an empty string. For the case here, we have m = 3 and 2m = 8, and so 
the following series of class selectors is created. 

 
.t0::before{content:""} 
.t1::before{content:""} 
... 
.t7::before{content:""} 
 

Then, the leading (m + n) = 5 bits of S1, ‘11010’, can now be embedded integrally according to 
the factorization a×b = 3×2 by the following combined use of the <p> and <span> elements: 

 
<p><span class="t2">Wh</span>ere are you?</p> 
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which includes both the class selector named ‘t2’ according to the value a − 1 (= 3 − 1 = 2) 
and a text segment with b (= 2) characters, namely, ‘Wh’, to yield the following text on the web 
page: 

 
Where are you? 
 

which is of no difference from that yielded by the following use of just the <p> element, 
meaning that a steganographic effect on the resulting web page is achieved. 

 
<p>Where are you?</p>  
 

In the above example, the number m of leading bits taken from message S1 in the first stage 
to provide a decimal value v for integer factorization is preset to be fixed. But depending on the 
content of the taken message bits, the number k of the generated factorizations is not and will 
affect the number n of the subsequent bits taken from S1 to be embedded in the second stage, as 
illustrated more clearly by the following example. For convenience of reference, the number m 
will be called the leading-bits parameter in the sequel. 

 
Example 2 - Embedding based on very few factorizations. 

If the message to be embedded is S2 = ‘01010…’ and the leading-bits parameter is m = 3 
again, by the same reasoning as in Example 1, the decimal value of the first m (= 3) bits, ‘010’, 
is v = 2 which can be factorized to get k (= 2) factorization results, namely, 

 
1×2 = 2×1. 
 

Therefore, n = log2k = log22 = 1, indicating that one more bit of S2 should be taken out, 
which is just the bit ‘1’. So, the decimal value equivalent to this bit is w = 1, implying that the 
(w + 1)-th, or equivalently, the 2nd factorization a×b = 2×1 should be chosen. Accordingly, 
with a = 2 and b = 1, if the text for use is again ‘Where are you?’, then the following 
XHTML elements can be used to embed the leading (m + n) = (3 + 1) = 4 bits of S2, namely, 
‘0101’: 

 
<p><span class="t1">W</span>here are you?</p> 
 

where the class number ‘t1’ comes from the value a − 1 = 2 − 1 = 1.  
 

3.2. Embedding by Integer Factorization for Special Cases 
In the above discussions, a paragraph x defined by the <p> element is used to group b 
characters of x to accomplish the embedding work. But it might happen that the characters in x 
are too few to satisfy the need of b characters, as illustrated by the next example, where a 
solution to this problem is also proposed. 

 
Example 3 – Text characters too few for use in data hiding. 

Continuing Example 1 where the 3rd factorization a×b = 3×2 is chosen for message 
embedding, suppose that the text paragraph defined by the <p> element is very short now, 
such as just a single character like the ‘A’ in ‘<p>A</p>.’ Then, a difficulty arises because it 
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requires b = 2 characters to be grouped by the <span> element to accomplish the embedding 
work, as shown in Example 1. In this situation, a solution proposed in this study is to add an 
extra class selector as follows to the original eight ones mentioned above. 

 
.t8::before{content:""} 
 

Then, the subsequent paragraph defined by another <p> element in the XHTML file is used to 
provide the characters for use by a subsequent <span> element to group the remaining 
characters not completed yet by the first <p> element. For example, assume that the 
subsequent <p> element is as follows. 

 
<p>You are kind.</p> 
 

Now, embedding of the five bits ‘110’ and ‘10’ of S1 mentioned in Example 1 can be 
implemented by the following double combined use of the <p> and <span> elements. 

 
<p><span class="t2">A</span></p> 
<p><span class="t8">Y</span>ou are kind.</p> 
 

In other words, the second <span> element with the extra-added class selector named ‘t8’ 
works as an “indicator” that the character ‘Y’ grouped by it is a continuation of the character 
‘A’ to yield the two characters ‘AY’ required by b = 2 in a×b = 3×2.  

 
The last example illustrates the situation of insufficient text characters in a paragraph for use 

by the <span> element for message embedding. This situation might occur as well when an 
XHTML file has inadequate characters for use by <span> elements. In that case, a scheme 
similar to that used in the last example by adding an extra class selector for use by a <span> 
element at the beginning of a second file may be applied. The two schemes mentioned above 
will be called across-paragraph embedding (abbreviated as APE) and across-file embedding 
(abbreviated AFE), respectively, in the subsequent discussions. 

Furthermore, it is possible that the leading m bits taken from the message are all 0’s. Then, 
the resulting integer factorization operation becomes meaningless as can be Fig.d out from the 
data embedding process demonstrated in the last examples. For this case, a solution proposed 
in this study is illustrated by the following example. 

 
Example 4 – Dealing with leading message bits which are all 0’s. 

Suppose that the message to be embedded this time is the bit string S4 = ‘00010…’ and that 
the leading-bits parameter m mentioned in the last two examples is still taken to be m = 3. 
Therefore, the leading three bits in S4, ‘000’, are taken out and transformed into a decimal 
value v = 0. The factorization of v = 0 becomes meaningless and message-bit embedding 
cannot be continued. 

A solution to this problem proposed in this study is to create artificially 2m virtual 
factorizations: 

 
1×0 = 2×0 = … = 2m×0, 
 

and the desired factorization a×b is chosen as in the normal case of v ≠ 0, leading to the 
selection of the (w + 1)-th factorization a×b = (w + 1)×0 where w is the decimal value of the 



3428                                               Wu et al.: Copyright Protection of E-books by Data Hiding Based on Integer Factorization 

subsequent m bits taken from the message. This means that no character will be grouped by the 
<span> element, though the class selector named ‘t(a−1)’ (= ‘tw’) is included.  
 

Finally, it is noted that if there is a character entity [9] which starts with ‘&’ and ends with 
‘;’ (e.g., ‘&nbsp;’), a sequence of space characters, or any other element nested within the <p> 
element, then in order to avoid breaking such an entity or element to yield an erroneous web 
page browsing result, the proposed method treats the entire text of such an entity, sequence, or 
element as a single character when counting the number of characters in the message 
embedding and extraction processes. 

4. Proposed Embedding and Extraction Processes 
With the ideas of the proposed method illustrated by the above examples, it is now ready to 
present the proposed data embedding and extraction processes which implements the proposed 
method. 

4.1. Proposed Data Embedding Algorithm 
The proposed data embedding algorithm as described in the following includes three major 
steps: initialization, message-bit embedding, and ending. 

 
Algorithm 1 - Data embedding by integer factorization. 
Input. The EPUB file E of an e-book, a binary message S with t bits, a random number 

generator G controlled by a secret key K, and a leading-bits parameter m. 
Output. A stego-EPUB file of the e-book with S embedded. 
Steps. 
1. (Initialization) Perform Steps 1.1 through 1.3 below as initialization steps. 

1.1 Decompose EPUB file E to obtain a set C of CSS files and a set X of XHTML files, 
X1, X2, …, XN, where each Xp with p = 1, 2, …, N has np text paragraphs, xp1, xp2, …, 
xpnp, and each paragraph xpq with q = 1, 2, …, np has a sequence of rpq characters, 
‘c1c2…crpq’, enclosed by a <p> element in the following form. 

 
<p>c1c2…crpq</p> 

 
1.2 Create 2m+1 undefined class selectors in C using the pseudo-element ::before with 

the content of an empty string, where each class selector is of the following form: 
 

.ti::before{content:""} 
 

where “ti” is the name of the (i + 1)-th selector for i = 0, 1, …, 2m, and the last 
selector named ‘2m’ is defined for use as an indication of APE or AFE; also, add all 
the created class selectors to each CSS file in C, resulting in a new set C′ of CSS files. 

1.3 Randomize the bits in the input message S using the random number generator G 
controlled by the input key K to form a new bit sequence S′ with t bits; and if t < m, 
then append 0’s to the end of S′ to make t = m. 

2. (Embedding message bits) Take the first XHTML file and its first text paragraph by setting p 
= 1, q = 1; define xpq′ = xpq, r = rpq; and perform Steps 2.1 through 2.5 below till all the t bits 
in S′ is embedded. 
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2.1 Take the leading m bits away from S′, transform them into a decimal number v, and 
perform one of the following two cases. 
(a) If v ≠ 0, find all the integer factorizations of v: 

 
a1×(v/a1) = a2×(v/a2) = …= ak×(v/ak), 

 
where 0 < a1 < a2 < … < ak < 2m and v/ai is an integer for i = 1, 2, …, k. 

(b) If v = 0, create artificially 2m virtual factorizations: 
 

1×0 = 2×0 = … = 2m×0; 
 

and set k = 2m. 
2.2 Let n = log2k; if t < n, then append 0’s to the end of S′ to make t = n; take out the 

leading n bits from S′ and update t by t = t − n; transform the n bits into a decimal 
value w; take the (w+1)-th factorization from the k ones derived in Step 2.1 above; 
and denote it as a×b which can be Fig.d out to be 

 
a×b = a(w+1)×[v/a(w+1)]   if v ≠ 0, or 

= (w + 1)×0    if v = 0. 
 
2.3 Perform either case below. 

(a) If r < b, insert into paragraph xpq′ a new <span> element with a class selector 
named ‘t(a−1)’ as follows: 

 
<p>y<span class="t(a−1)">x</span></p> 

 
where x denotes r unused characters and y, initially empty, denotes those already 
used for data embedding, both of xpq′; also, set b = b − r and go to Step 2.4. 

(b) If r ≥ b, do the same as in (a) except that x there denotes the leading b characters 
taken out of xpq′; also, set r = r − b, and go to Step 2.5. 

2.4 (Operations for APE or AFE) Perform the following steps. 
(a) If q = np, then take a new XHTML file by setting p = p + 1, q = 1, xpq′ = xpq, r = rpq 

for AFE; else, take a new text paragraph by setting q = q + 1, xpq′ = xpq, r = rpq for 
APE. 

(b) Perform either case below. 
(i) If r < b, insert into xpq′ a new <span> element with a class selector named 

‘t(2m)’ as follows: 
 

<p><span class="t(2m)">x</span></p> 
 

where x denotes all the characters of xpq′; also, set b = b − r and go to Step 2.4 
to perform the step recursively. 

(ii) If r ≥ b, do the same as in (i) except that x there denotes the leading b 
characters taken out of xpq′; also, set r = r − b, and continue to perform Step 
2.5. 

2.5 Perform either case below. 
(a) If t = 0, i.e., if no message bit remains, go to Step 3. 
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(b) If t > 0, then if r > 0, then go to Step 2.1; else, perform the operations below and 
go to Step 2.1: 

 
if q = np, then  

take the next unprocessed XHTML file and its first text paragraph  
by setting p = p + 1, q = 1, xpq′ = xpq, r = rpq; 

else, 
take the next unprocessed text paragraph  
by setting q = q + 1, xpq′ = xpq, r = rpq. 

 
3. (Ending) Compose the resulting set C′ of CSS files, the resulting set X′ of XHTML files, and 

other untouched files in the original EPUB file E, to form the desired stego-EPUB file E′ 
and exit.  

 

4.2. Proposed Data Extraction Algorithm 
Similar to the proposed data embedding algorithm, the proposed data extraction algorithm as 
described in the following includes three major steps: initialization, message-bit extraction, 
and ending. 

 
Algorithm 2 - Data extraction. 
Input. A stego-EPUB file E′ of an e-book in which a random-bit message sequence S is 

embedded and 2m+1 class selectors as those created in Algorithm 1 are included; the 
leading-bits parameter m, the random number generator G, and the secret key K used 
in Algorithm 1. 

Output. The message S with t bits embedded in E′. 
Steps. 
1. (Initialization) Decompose stego-EPUB file E′ to obtain a set C′ of CSS files and a set X′ of 

XHTML files, X1′, X2′, …, XN′, where each Xp′ with p = 1, 2, …, N has np text paragraphs, xp1′, 
xp2′, …, xpnp′. 

2. (Extracting message bits) Let S′ be a bit sequence, preset empty initially and let t′ be a 
counter, preset zero initially; take the first XHTML file and its first text paragraph by setting 
p = 1 and q = 1; and perform Steps 2.1 through 2.5 below until all the XHTML files have 
been checked, i.e., until p = N and q = np. 
2.1 Scan xpq′ to find the first unprocessed combined use of the two elements <p> and 

<span> with a class selector named ‘ta′’ in the following form: 
 

<p>y<span class="ta′">x</span>…</p> 
 

where x denotes b characters, and y, initially empty, denotes processed characters, both 
of xpq′; and if this is the last combined use of <p> and <span> in xpq′, then perform the 
next step, Step 2.2; else, go to Step 2.4. 

2.2 If q = np, then take the next unprocessed XHTML file and its first text paragraph by 
setting p = p + 1 and q = 1; else, take the next unprocessed text paragraph by setting q = 
q + 1; scan xpq′ to find the first combined use of the <p> and <span> elements: if it is in 
the following form which includes the class selector named ‘t(2m)’: 
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<p><span class="t(2m)">x′</span>…</p> 
 

where x′ denotes b′ characters, then regard the class selector named ‘t(2m)’ as an 
indicator for AFE or APE and continue to perform Step 2.3; else, go to Step 2.4. 

2.3 Renew the value b by setting b = b + b′ where b′ is found in Step 2.2; also, if the 
combined use of <p> and <span> just found in Step 2.2 is the last one in xpq′, then go to 
Step 2.2; else, continue to perform Step 2.4. 

2.4 Let a be the value of a′+1 and let s′ be the value of the product a×b; apply integer 
factorization to s′ to obtain k factorizations of s′ in a way as described in Step 2.1 of 
Algorithm 1; compute n = log2k; and let the factorization a×b be the w′-th one in the k 
factorizations of s′. 

2.5 Transform s′ into an m-bit binary string, transform (w′ − 1) into an n-bit binary string s′′, 
replace S′ by the new bit string S′ = S′⋅s′⋅s′′ where the operation ‘⋅’ means bit 
concatenation, and update the counter value t′ by t′ = t′ + m + n; and if t′ ≥ t (i.e., if all 
message bits have been extracted), then continue to perform Step 3; else, go to Step 2.1. 

3. (Ending) Take the leading t bits of S′ to form a bit sequence, de-randomize the sequence by 
the random number generator G using the secret key K, and take the result as the desired 
message S and exit.  

5. Experimental Results and Comparisons with Other Methods 
In this section, the data obtained by the experiments conducted in this study are analyzed, with 
focuses on some interesting trends shown by the graphs of the data. Then, some intermediate 
computation results are shown to verify the correctness of the experimental results yielded by 
the proposed data embedding algorithm (Algorithm 1) and data extraction algorithm 
(Algorithm 2). Finally, comparisons of the proposed method with five existing related 
methods are conducted to show the superiority of the proposed method. 

5.1. Analysis of Experimental Data 
To verify the correctness of the proposed data embedding and extraction algorithms 
(Algorithms 1 and 2), a series of experiments have been conducted on the EPUB files of 20 
e-books collected from websites [22]. Under the fair condition that the input message is an 
identical random bit sequence which is long enough for each of the 20 EPUB files, the data 
embedding capacity of each file was counted and some parameters related to the embedded 
data are computed. The results are presented in Table 1 by numbers and in Figs. 2 through 4 
by graphs. 

Table 1 shows the original sizes of the e-books in the unit of byte and the total number of 
characters enclosed by all the <p> elements in the EPUB file of each e-book, as well as the 
average values of these data. Figs. 2 through 4 show respectively the graphs of three 
parameters related to data embedding results, namely, the bit embedding capacity, the number 
of embedded bits per character enclosed by the <p> elements, and the size of the EPUB file of 
each e-book, all yielded after data embedding for different values (ranging from 3 through 15) 
of the leading-bits parameter m used in the data embedding and extraction algorithms. The 
reasons for the trends of these graphs are explained in the following. 
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5.1.1. Analysis of Bit Embedding Capacity 
From the illustration of Fig. 2, the following two phenomena can be observed: 
(F1) the larger the leading-bits parameter value m is, the smaller the embedding capacity 

becomes; and 
(F2) when the parameter m becomes large up to be about 15, the bit embedding capacity 

becomes very small relatively (specifically the average embedding capacity of all the 
files reduces from 807565 bits for m = 3 down to 1736 bits for m = 15 with a reduction 
rate of 1/465). 

The reason for the phenomena of (F1) and (F2) to occur is described in the following: 
(1) as m approaches large, the value b in the chosen factorization a×b becomes large as well 

so that the characters enclosed in the <p> elements are exhausted quickly; 
(2) however, the number of embedded bits, m + n, is still small because m is fixed and n is 

computed as log2k which can be Fig.d out to be no larger than m and so is not large 
(note that k is the number of generated factorizations); 

(3) as a result, when m becomes very large, only a small number of message bits are 
embedded before the characters in the e-book are exhausted. 

 
Table 1. EPUB file sizes of the tested e-books 

Name of e-book 
File size before data 

embedding (byte) 
Number of characters in <p> 
elements for data embedding 

B01 (The Best Ghost Stories) 206,301 439,116 

B02 (Rain on My Wings) 280,816 37,425 

B03 (Favorite Fairy Tales) 2,642,362 207,302 

B04 (Hans Andersen's Fairy Tales) 860,248 344,621 

B05 (The Arabian Nights Entertainment) 993,921 466,440 

… … … 

Average 698,397 416,523 

 

 
Fig. 2. An illustration of the bit embedding capacities of the 20 tested EPUB files yielded after 

data embedding using different values of the leading-bits parameter m 
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5.1.2. Analysis of the Numbers of the Embedded Bits per Character 
It is interesting to see the following two facts from Fig. 3 which shows the number of 

embedded bits per character enclosed by the <p> elements in the EPUB file of each e-book: 
(F3) the number of embedded bits per character becomes small as the leading-bits 

parameter m becomes large (quite similar to the trend of Fig. 2); 
(F4) while the embedding capacities of the files are different, these numbers of embedded 

bits per character of all the e-books are almost identical. 
The reason why the phenomena of (F3) and (F4) occur is described in the following: 

(1) the phenomenon of (F3) is just a direct consequence of the phenomenon of (F1) as can 
be Fig.d out; 

(2) the input message is random, identical, and long enough for each e-book so that the 
embedding of the message can be conducted to reach the end of the e-book; 

(3) for each value of the leading-bits parameter m, since the proposed message-bit 
embedding algorithm carries out the same steps to process the text in each e-book 
according to the bits in an identical input message, the computation result of the 
number of embedded bits per character theoretically should be the same for each 
e-book as long as the value of m is fixed; 

(4) however, because the characters in the EPUB files for message-bit embedding are 
different in number and in distribution, the message bits embedded into the EPUB files 
will cause different embedding results at the end of the embedding process (possibly 
consuming different numbers of message bits at the end of the embedding algorithm), 
leading to creation of small variations among the computed numbers of embedded bits 
per character of the e-books, as shown by the enlargement of a part of the curve 
(between m = 5 and m = 6) in Fig. 3. 

 
 

 
Fig. 3. An illustration of the numbers of embedded bits per character of the 20 tested EPUB files 

yielded after data embedding using different values of the leading-bits parameter m 

5.1.3. Analysis of the Differences of File Sizes after Data Embedding 
Fig. 4 shows the trends of the differences of the EPUB file sizes from their original ones 

after data embedding is carried out, from which it is interesting to observe the following facts:  
(F5) each of the differences of the EPUB file sizes from their original ones decreases to a 

minimum as m increases, and then increases again; and  
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(F6) the minimum values occur roughly in the range from m = 9 to m = 12.  
The reason for (F5) and (F6) is described in the following: 

(1) as m is very small, the created b value in the selected integer factorization a×b is also 
small so that embedding of the message will divide the text paragraphs enclosed by the 
<p> elements into small segments with the extra data of many class selectors being 
included, leading to an increase of the resulting file-size differences; 

(2) on the other hand, as m becomes large (larger than 12 roughly), it needs a lot of text 
paragraphs to embed the message with many class selectors with the name ‘t(2m)’ being 
included in the meantime, leading as well to an increase of the file-size difference. 

 

 
Fig. 4. An illustration of differences of the file sizes of the 20 tested EPUB files from their 

original ones, which are yielded after data embedding using different values of the 
leading-bits parameter m 

 

5.2. Verifying the Correctness of Experimental Results 
In order to verify the correctness of the proposed data embedding and extraction algorithms 
(Algorithms 1 and 2), some intermediate computation results are shown to verify the 
correctness of the experimental results yielded by the proposed data embedding algorithm 
(Algorithm 1) and the data extraction algorithm (Algorithm 2). 

5.2.1 Verifying the Correctness of Data Embedding 
Fig. 5 shows the appearances of part of an XHTML file of the e-book “The Best Ghost 

Stories” before and after the bits of the message “I love you” are embedded with the 
leading-bits parameter taken to be m = 5. For convenience of verification of the results shown 
in the Fig., the message bits were not randomized before embedding. Also, Table 2 is 
generated to show part of the intermediate results of carrying out Algorithm 1 to embed this 
message. These results correspond to the first two lines of text in Fig. 5(b), showing partially 
the correctness of the performance of the algorithm. 
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(a) 

 
(b) 

Fig. 5. Part of the XHTML file of the e-book “The Best Ghost Stories” (downloaded from Project 
Gutenberg [23]) before and after embedding message “I love you.” (a) Before message 

embedding. (b) After message embedding with m = 5 

 

 
As a demonstration, with the input message S being ‘I love you’ some whose leading bits 

are ‘010010010010…’ and the leading-bits parameter being m = 5, some intermediate 

Table 2. Part of the intermediate results of embedding the message “I love you” corresponding to the first two 
lines of text in Fig. 3(b) (notes: the bit string of the message “I love you” is 

0100100100100000011011000110…; the symbols used in the table are identical to those used in 
Algorithms 1) 

Column 
No. (1) (2) (3) (4) (5) (6) (7) 

Row No. 

Decimal 
value v of m 
message bits 

(m = 5) 

No. k of integer 
factorization of v 
(List of integer 
factorizations) 

n = log2k 
(Serial no.  2n  of 

selected a×b in integer 
factorization Sequence) 

 

Sequence s 
of next n 
message 

bits 

Decimal 
value w of 

s 

Selected 
(w+1)-th 
integer 

factorization 
a×b 

Embedding (m + n) bits into: 
<p>y<span 

class="t(a−1)">x</span>…</p> 
(x: leading characters in the 

message) 

1 v = 910 = 
010012 

k = 3 
(9=1×9=3×3=9×1) n = log23 = 1 s = 0 w = 010 = 

02  a×b = 1×9 <p><span class="t0">The 
Proje</span> 

2 v = 910 = 
010012 

k=3 
(9=1×9=3×3=9×1) n = log23 = 1 s = 0 w = 010 = 

02 a×b = 1×9 <span class="t0">ct Gutenb</span> 

3 v = 
010=000002 

k=2m=25=32 
(32 virtual factor. 

1×0=2×0=…=32×0) 
n = log232 = 5 s = 11011 w = 2710 = 

110112 a×b = 28×0 <span class="t27"></span> 

4 v = 310 = 
000112 

k=2 
(3=1×3=3×1) n = log22 = 1 s = 0 w = 010 = 

02 a×b = 1×3 <span 
class="t0">erg</span>…</p> 
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computational results for the first five message bits ‘01001’ yielded by Algorithm 1 are as 
shown in the first row of Table 2 and listed in the following for a detailed check: 

 
(1) v = 910 = 010012 (five leading bits of S); 
(2) k = 3 (v can be factorized to be: 1×9 = 3×3 = 9×1); 
(3) n = log2k = log23 = 1; 
(4) s = next n leading bits in S = 02; 
(5) w = decimal value of s = 0; 
(6) (w + 1)-th integer factorization a×b = the first a×b = 1×9; 
(7) message-bit embedding by use of the <p> and <span> elements in terms of the 

following formula: 
 

<p>y<span class="t(a−1)">x</span></p> 
 

yields the following partial result 
 

<p><span class="t0">The Proje</span>…</p> 
 

where x = ‘The Proje’ is the leading b (= 9) characters of those enclosed by the first 
<p> element in the e-book (see Fig. 5(a)); and t(a−1) = t0 is the class selector 
corresponding to a. 

 
The above result can be seen in the first line in Fig. 5(b), proving partially that the result in Fig. 
5(b) is correct. 

Fig. 6 shows the appearances of the contents of the corresponding e-book pages before and 
after message embedding as viewed through an e-book reader. The two pages in Fig. 6(a) and 
Fig. 6(b) can be seen to look identical to each other, showing that the desired steganographic 
effect has been achieved by the proposed data embedding algorithm (Algorithm 1). 

5.2.2 Verifying the Correctness of Data Extraction 
Table 3 is generated additionally to show part of the intermediate results of running 

Algorithm 2 to extract the message from Fig. 5(b). These results correspond to the first two 
lines of text in Fig. 5(b), showing partially the correctness of the performance of the algorithm. 

As a demonstration, with the leading-bits parameter being m = 5 and the output message bit 
string being ‘010010010010…’ whose text is S = ‘I love you’, some intermediate 
computational results for the first five output message bits ‘01001’ yielded by Algorithm 2 are 
as shown in the first row of Table 3 and listed in the following for a detailed check: 

 
(1) message-bit extraction by use of the <p> and <span> elements in terms of the 

following formula: 
 

<p>y<span class="t(a′)">x</span></p> 
 

yields the following partial result 
 

<p><span class="t0">The Proje</span>…</p> 
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where x = ‘The Proje’ is the text segment with b (= 9) characters which is enclosed 
by the first <p> element in the e-book (see Fig. 5(b)); and t(a′)= t0 is the class 
selector corresponding to a′(= 0).  

(2) a×b = 1×9 (a = a′ + 1); 
(3) s′ = 910 = 010012 (the first five output message bits); 
(4) k = 3 (s′ can be factorized to be: 1×9 = 3×3 = 9×1); 
(5) n = log2k = log23 = 1 (factorized s′ can be selected to be: 1×9 = 3×3); 
(6) w′ = 1 (1×9 = w′-th integer factorization s′ = the first a×b); 
(7) s′′ = 02 (the next n output message bits). 
 

The above result can be extracted from the first line in Fig. 5(b), proving partially that the 
result extracted from Fig. 5(b) is correct. 
 

 
(a) 

 
(b) 

Fig. 6. Appearances of the web page of the e-book “The Best Ghost Stories” (downloaded from 
Project Gutenberg [23]) before and after message “I love you” embedding. (a) Appearance 

before message embedding, (b) Appearance after message embedding with m = 5 (bits) 

 

5.3. Comparisons with Other Methods 
Three comparisons of the proposed method with five others have also been conducted in this 
study from the viewpoints of (1) data embedding capacity, (2) file-size difference and file-size 
change rate, and (3) resistance to text reformatting attacks, respectively. About the first 
comparison, the resulting numbers of message bits embedded in five of the 20 tested e-books 
using the five methods and the proposed one with m = 3 and m = 9 are listed in Table 4. Note 
that in the table, the two methods proposed in Inoue, et al. [19] are labeled as [19](a) as [19](b), 
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respectively (one using the so-called empty element and the other using the white spaces in the 
tag, for message embedding). As can be seen from comparison result listed in the table, the 
proposed method can embed much more data than the other five methods when m = 3. Also, 
although as the value of m increases, the data embedding capacity yielded by the proposed 
method decreases, yet even when m = 9, the capacity yielded by the proposed method is still 
larger than four of the other methods; it is smaller only than that yielded by Lee and Tsai [17]. 
 

 
 

Table 4. A comparison of the data embedding capacities in the unit of bit of five existing methods 
and the proposed method for message embedding 

E-book 
title 

Kabetta et al. 
[14] 

Lee & Tsai 
[17] 

Inoue et al. 
[19](a) 

Inoue et al. 
[19](b) 

Huang et al. 
[20] 

Proposed method 

m=3 m=9 

B01 7,307 248,412 533 4,717 829 698,224 64,528 

B02 234 22,377 33 544 36 59,156 5,563 

B03 4,569 126,624 738 3,918 1,744 401,500 27,488 

B04 6,400 212,112 670 4,552 1,528 667,800 46,848 

B05 8,013 266,262 536 5,200 1,423 905,307 62,222 

 
About the second comparison, the file-size differences and the file-size change rates of the 

five existing methods and the proposed method after message embedding are shown in Table 
5. The resulting values of file-size differences and the file-size change rates after embedding 
messages in five of the 20 tested e-books using the five methods and the proposed one with m 

Table 3. Part of the intermediate results of extracted message bit string 
“0100100100100000011011000110…” corresponding to the first two lines of text in Fig. 3(b) (notes: the bit 

string “0100100100100000011011000110”  represents the message “I love you”; the symbols used in the 
table are identical to those used in Algorithms 2) 

Column 
No. (1) (2) (3) (4) (5) (6) (7) 

Row No. 

Deciding values of a′ and b from 
<p>y<span 

class="t(a′)">x</span>…</p> 
(x: b characters in the span 

element) 

Forming 
integer 

factorization 
a×b from (1) 
 (a=a′+1) 

Extracting m 
message bits 
(m = 5) by 

transforming  
value s′ into  
m-bit binary 

number 
(s′=a×b) 

No. k of integer 
factorization of s′ 

(List of integer 
factorizations) 

n = log2k 
(Serial no. 2n of 
selected a×b in 

integer factorization 
sequence) 

Taking 
integer 

factorization 
a×b of (2) be 
the w′-th one 

in integer 
factorization 
sequence of 

(5) 

Extracting next 
n message bits 

s′′ by 
transforming 

value   w′-1 into 
n-bit binary 

number 

1 <p><span class="t0">The 
Proje</span> a×b = 1×9 s′ = 910 = 

010012 

k = 3 
(9 = 1×9 = 3×3 = 

9×1) 

n = log23 = 1 
(1×9 = 3×3) w′ = 1 s′′ = 0 

2 <span class="t0">ct 
Gutenb</span> a×b = 1×9 s′ = 910 = 

010012 

k = 3 
(9 = 1×9 = 3×3 = 

9×1) 

n = log23 = 1 
(1×9 = 3×3) w′ = 1 s′′ = 0 

3 <span class="t27"></span> a×b = 28×0 s′ = 010 = 
000002 

k = 2m = 25 = 32 
(32 virtual factor. 
1×0 = 2×0 = … = 

32×0) 

n = log232 = 5 
(32 virtual factor. 
1×0 = 2×0 = … = 

32×0) 

w′ = 28 s′′ = 11011 

4 <span 
class="t0">erg</span>…</p> a×b = 1×3 s′ = 310 = 

000112 

k = 2 
(3 = 1×3 = 3×1) 

n = log22 = 1 
(1×3 = 3×1) w′ = 1 s′′ = 0 
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= 3 and m = 9 are listed in Table 5. The file-size change rate is defined to be the ratio of the 
file-size change after data embedding (in the unit of byte) to the number of embedding bits. As 
can be seen from the comparison result listed in Table 5, the proposed method sometimes (i.e., 
for some m values) yields large file-size differences which are larger than those yielded by the 
other five methods. However, this is because the proposed method in general embeds more 
data than the other methods; furthermore, the file-size change rate of the proposed method is 
better (i.e., smaller) than those yielded by most of the other methods (i.e., than the methods of 
[14], [17], and [19](a)) for most values of m. One exception here is Huang et al. [20] which 
does not create file-size difference and so has zero file-size change rates. However, the 
embedding capacities of the proposed method are much larger than those of Huang et al. [20] 
as can be seen from Table 4. 
 
 
Table 5. A comparison of the file-size differences and file-size change rates of five existing methods 

and the proposed method after message embedding 
E-book 

title Comparisons Kabetta et 
al. [14] 

Lee & Tsai 
[17] 

Inoue et al. 
[19](a) 

Inoue et 
al. [19](b) 

Huang et 
al. [20] 

Proposed method 
m=3 m=9 

B01 
File-size 

difference (byte) 7,307 310,045  1,565  2,317  0  390,456  31,510  

File-size change 
rate 1.000 1.248 2.936 0.491 0.000 0.559 0.488 

B02 
File-size 

difference (byte) 234 27,941  118  294  0  32,154  3,890  

File-size change 
rate 1.000 1.249 3.576 0.540 0.000 0.544 0.699 

B03 
File-size 

difference (byte) 4,569 157,949  2,354  1,931  0  189,671  17,091  

File-size change 
rate 1.000 1.247 3.190 0.493 0.000 0.472 0.622 

B04 
File-size 

difference (byte) 6,400 264,609  2,074  2,228  0  310,168  25,650  

File-size change 
rate 1.000 1.247 3.096 0.489 0.000 0.464 0.548 

B05 
File-size 

difference (byte) 8,013 332,352  1,588  2,549  0  422,366  33,684  

File-size change 
rate 1.000 1.248 2.963 0.490 0.000 0.467 0.541 

 
About the comparison of the abilities of resistance of the above-mentioned five existing 

methods and the proposed one to text reformatting “attacks,” it is noted at first that the 
resistance against an attack is defined to be the fact that after the specific attack, the hidden 
message can still be extracted out correctly [3, 24-25]. In the proposed method, five text 
reformatting actions are chosen as the attacks. Text reformatting operations performed by the 
use of a text editing software package are often necessary to increase the readability of the 
XHTML codes of the EPUB file of the e-book. However, some of such operations will cause 
alterations to the XHTML codes and destroy the embedded message bits, and so may be 
regarded as attacks to the EPUB file. Five of such text reformatting operations have been 
identified and their attack effects to the stego-file yielded by the above-mentioned six methods 
have been Fig.d out in this study and listed in Table 6, including: 
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(1) eliminating excessive blank spaces in tags and words;  
(2) eliminating excessive blank spaces and tabs at line ends;  
(3) normalizing attribute names into small letters;  
(4) indenting and reformatting tag structures; and  
(5) rearranging the order of attributes.  
 

From the table, it can be seen that the proposed method can resist all of the five types of attacks, 
while some of the other methods cannot. More specifically, except the method proposed by 
Inoue et al. [19](a), each of the other four methods has one or two weaknesses of resisting 
reformatting attacks. 
 
 

Table 6. A comparison of the resistance capabilities of five methods and the proposed method to 
attacks by text reformatting 

Attack 
Kabetta et 

al. [14] 
Lee & Tsai 

[17] 
Inoue et al. 

[19](a) 
Inoue et al. 

[19](b) 
Huang et 
al. [20] 

Proposed 
method 

Eliminating excessive blank 
spaces in tags and words 

Yes No Yes  No Yes Yes 

Eliminating excessive blank 
spaces and tabs at line ends 

No Yes Yes Yes Yes Yes 

Normalizing attribute names 
into small letters 

Yes Yes Yes Yes Yes Yes 

Indenting and reformatting tag 
structures 

No Yes Yes Yes Yes Yes 

Rearranging the order of 
attributes 

Yes Yes Yes Yes No Yes 

 

6. Discussions and Conclusions 
In this section, how the proposed method can be used to achieve the goal of copyright 

protection is discussed at first, followed by the conclusions of this study. 

6.1 Discussions 
The proposed method is a data hiding scheme for copyright protection of e-books. It is 
basically a text steganography method [3] suitable for embedding bit-string data into XHTML 
files, and so can be applied to copyright protection of e-books in the EPUB format which 
includes XHTML files. Specifically, as mentioned previously in Section 1 – Introduction, 
three common types of infringement, namely, download, copy, and modification in the issues 
of copyright protection of e-books can be resolved by the proposed method as described in the 
following. (1) If an EPUB file of an e-book has been protected by the proposed method with 
copyright information (e.g., a piece of text describing the name of the owner of the e-book) 
embedded into the XHTML file by the proposed data embedding algorithm (Algorithm 1), 
then if the e-book is downloaded illegally from a website, the copyright information (i.e., the 
owner’s name) can be extracted out of the downloaded file by the proposed data extraction 
algorithm (Algorithm 2) to prove the copyright. And this is what “copyright protection from 
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downloading” is meant in this study. (2) If an e-book with a protected EPUB file is copied 
illegally, say, from another person’s computer, then it can be proved to be an infringement by 
the same way as that for proving illegal downloading described previously. Or if the copy is 
partial, then such a kind of partial infringement can still be proved by the proposed method by 
embedding repetitively a piece of copyright-information text into the EPUB file in advance 
using the proposed data embedding algorithm (Algorithm 1); and the partial copy will so 
include one or more repetitive copyright-information texts that can be extracted out by the 
proposed data extraction algorithm (Algorithm 2) for copyright verification. And this is what 
“copyright protection from copying” is meant in this study. (3) If the text of an e-book with a 
protected EPUB file is modified (i.e., attacked) by some specific reformatting operations as 
described in Section 5.3, the proposed method can resist it by extracting the copyright 
information correctly using the proposed data extraction algorithm (Algorithm 2). And this is 
what “copyright protection from modification” is meant in this study. 

6.2 Conclusions 
A new method based on the technique of integer factorization for data hiding via e-books in 
the EPUB format for the copyright protection application has been proposed. At first, a fixed 
number m of message bits is taken out and transformed into a decimal value based on which k 
integer factorizations are generated. Then, an integer value n is computed to be the binary 
logarithm of k, and accordingly n message bits are taken out further and transformed into a 
decimal value for use to choose one factorization, denoted as a×b, from the k ones. Then, 
according to the values of a and b, a combined use of the <p> and <span> elements in the 
XHTML files of the e-book is carried out to embed the m + n taken message bits by including 
into the two elements a pre-defined class selector named according to the value of a and a text 
paragraph with b characters. The class selector is created by the use of a CSS pseudo-element. 

Experiments with the EPUB files of 20 e-books as inputs have been conducted to test the 
proposed algorithms, and good results show the feasibility of the proposed method for data 
hiding via the CSS and XHTML codes in the EPUB file of the e-book. Also, comparisons of 
the proposed method with five existing related ones from the viewpoints of message-bit 
embedding capability, file-size difference and file-size change rate, and resistance to text 
reformatting attacks have been conducted. The results show that the proposed method 
outperforms the five existing methods. Finally, the security of the embedded data is protected 
by randomizing the message bits using a random number generator and a secret key before the 
message bits are embedded. The EPUB file with the embedded message yields web pages of 
no difference from the original ones in appearance. These experimental results and 
comparisons show the effectiveness of the proposed method for copyright protection of 
e-books. The method, which is based on the integer factorization technique, is not proposed 
before. 
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